N=|NATIONAL
am [ENERGY

TL TECHNOLOGY
LABORATORY

NETL VPN User Guide

$h vl

SN - —
.c;:,—-*D\\)‘QNU‘_ :

F7%, U.S. DEPARTMENT OF

N NATIONAL ENERGY
{9 ENERGY

TECHNOLOGY LABORATORY



Table of Contents

1 Installing VPN CHENt....cciiiiiiiiiiiii bbb 2
2 USING VPIN CHENt. .ot 5
2.1 Logging on via PIV Card......ccccccoiiiiiiiiiiiniiiiiiiiiicccecescessssce e 7
2.2 Logging on via RSA tOKEN ....ccccviiiiiiiiiiiiicciicccce e 10
BLOGEING Off ..ot 11
4 Basic TroubleShOOtNg .......c.cciiiiiiiiiiiiic s 12
4.1 Certification Validation Failure ..o 13
4.2 Applications dO NOt WOTLK.......ccciuriiiiiiiiiiiiiiiicciriiee e 14
4.3 Unable to sign iNtO SKYPE....ccviiiiiiiiiiiiiciiiiiii s 15
4.4 Outlook or Skype Repeat LOoGIN ......cccuiiiiiiiiiiiiiiiiiicc s 16
4.5 Cisco ANYCONNECE CAN'E COMNECT euiuuurimiuiriiieieerisieeiereieiesess e sesses et sessssesesenessssesnas 17
4.6 Authentication failed......cccvieiiiiiiiii e 18
4.7 Lo@IN dENIEd....coiiiiiiiiiiiiii s 19
4.8 Untrusted Server Blocked! .........cooiiiiiiiiiiiiiiiic e, 20
5 AdVANCEd SUPPOTLL it 21

Revision History

Please direct comments or suggestions to the author(s) listed for the most recent version.

Version Date Primary Author(s) Summary of Changes
02.04.006.01 2/12/2019 Hertz, Jennifer Branding Updates
04.05.115.00 12/17/2018 Dorney, Jim Initial Release

Henline, Robert
Hertz, Jennifer

NETL VPN User Guide - Updated 2/2019 1



1 Installing VPN Client

1. The Cisco AnyConnect VPN client can ONLY be installed on Government Furnished
Equipment (currently attached to the ADMIN Domain).

2. Open Internet Explorer

=

Internet
Explorer

3. Visit myPortal (http://myportal/Pages/NETLhome.aspx)

e ﬁ mypontal/Pages/NETLhome.aspx )

& Welcome to myPortal
myPortal

= |NATIONAL
TL TECHNOLOGY myPortal
LABORATORY

myPortal  Organization « Applications/Tools eDocs « Employee Services « Search NETLWeb  FE Intranet

NETL's K-12 STEM Education &
i Oufreach Inspires Young
| Scientists and Engineers

Read More!

4. Select Application/Tools

e & hup/myportal/Pages/NETLhome. aspx

& Welcome to myPortal < 1 J

myyPortal

NE]e

Employee Services ~ Search NETL Web FE Intranet

NETL's K-12 STEM Education &
" Outreach Inspires Young
| Scientists and Engineers

Read More!

SEEXY Bhoans
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5. Select Application Catalog

a e it/ mrpnﬂal:'.ipp Taols/Pa ;:’.-"dc’fau . aspa

.e#ppliﬂliuns.fTuols = |[T
myeortal
= [NANONAL
T_ TECHNOLOGY Applications/ Tools
LABORATORY

mryPortal | Organization - | Applcations/Tools | elocs - | Employee Senvices = Search | METLWeb | FE Intranet

myFortal > Applica

e a8 #cmtmt Applications § Tools
Applications/Tools Key Processaes
Organization
search A
eDocs Apphcation Catalog { More Information
ATAAPS - AuTomated Time Attendance and Production System { Mare Information )

ATS - Action Tracking System ( More Information )

C
CBT - Computer-Based Training ( More Information )

6. Select Cisco AnyConnect VPN Client and Install

Wekome DT T
My Application Requests My Devices

BROWSE 8Y Showng 1 - 20 of 65 rewins
Category Pubdishes NAME VERSION PUBLISHER CATEGORY REQUIRES AFPROVAL
A #2016 Office 365 Proftus Uninstal No
& 7 185.0 »o
% Acdcbe Acrobat DC Professinal OC(12) o Adcbe o
W Adcbe Acrobat DC Reader 0C2015 N
# Adobe Acrobet DC Scripts Sign In 1ssue Fix "o
% Adobe Acobat DC Standard OC(15)Std  Adobe No
4. Badge Provisioning Seff Service v3.1 a1 CSE No
Googge S

4.0.02074

M Osco AnyConoect VON (lert
J

Csco Webex Moty Certer 3215.11L1 Cisco

No

. Citrix Recohver 4.4 44 Otrix Receiver No
. Ctrix Recetver Enable PNA CRARACH SPNA N
# Oear OneDrive for Business Cache Oear 1.0 (&23 o
. Create NETL Toolkit US8 21 cse No
Create NETLDS Boot USS No

. Deovelogement Boot USE (Core DS) No
. Endhcte X7 L]
& Entrust SecurRy Provider v10 100 Entrust »o
No

. Firefox Install Frefox

.7} Cisco AnyConnect VPN Client

Ao druration vasble @
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7. Select Yes

APPLICATION INSTALLATION x

o Are you sure that you want to install the
selected application?

The application will be downloaded to your computer while
you continue to werk. You can use Software Center to track
the installation progress,

A restart may be required to complete the installation.

< vis B no |

8. Wait for Cisco AnyConnect configuration to complete

Cisco AnyConnect Secure Mobility Client

__|Z|_ Please wait while Windows configures Cisco AnyConnect Secure
i i?:‘-‘ Mability Cliert

9. Once the installation has completed, the window will close

10. Users do not need to reboot the PC after the installation

11. Users should NOT start VPN client while connected to the NETL local network

**Users can use the NETL. wireless network with the VPN client**
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2 Using VPN Client

1. Connect the PC to a network with internet access (wireless or wired outside of NETL’s
network). A viable Internet connection (test your connection by visiting www.google.com)

2. Click the Windows Start Button and select Cisco AnyConnect Secure Mobility Client

Access
Acrobat Reader DC

Alarms & Clock

Q3 a

0

Outlook Weather
Calculator

Calendar

Camera

Cisco X
Cisco AnyConnect Secure Mobili...

Citrix Receiver

Connect

Cortana

]
n
o)
@
&1
O
D

DOE - NETL

Entrust Entelligence

Excel

OR Click the Show Hidden Icons arrow and select the Cisco AnyConnect icon

Show hidden icons
ISR

Cisco AnyConnect
VWPN: Disconnected
System Scan: Compliance Unknown
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3. Once the VPN Connection screen appears, select your user region.

MGN or PGH users select NETL-EAST
ALB users select NETL-WEST

@ METL Remote VPN Services

Ready to connect.

Connect

System Scam:
System scan not required on current Wi-Fi.

Ready to connect.

NETL-EAST Connect

MNETL-EAST
MNETL-WEST

System Scam:
System scan not required on current Wi-Fi.
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2.1 Logging on via PIV card

1.  Once the Cisco AnyConnect window appears, select PIV authentication

e  MGN or PGH users select NETL-EAST-PIV
e AILB users select NETL-WEST-PIV

9 Cisco AnyConnect | NETL-EAST %

é Please enter your username and password.

Group: ~
Username?

Password: | |

Passcode: | |

OK Cancel

2. Once the Cisco AnyConnect-Certificate Selection screen appears, select More choices

Windows Security X

Cisco AnyConnect - Certificate Selection

Select the certificate for authentication.

Jim Dorney

Issuer: Jim Dorney
Valid From: 11/20/2017 to 11/20/2022

Click here to view certificate properties

im Dorney
Issuer: Jim Dorney
Valid From: 11/20/2017 to 11/20/2022

Jim.dormey@netl.doe.gov
Issuer: Communications Server
Valid From: 11/23/2018 to 11/23/2018

0K Cancel
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3. Select the PIV Smart Card Logon option and click Ok

**Certificate options are generated by Windows not VPN client.
Users must select the PIV Smart Card Logon option shown below**

Windows Security *

Cisco AnyConnect - Certificate Selection

Select the certificate for authentication.

Jim Dorney

Issuer: Jim Domney
Valid From: 11/20/2017 to 11/20/2022

Click here to view certificate properties

More choices

Jim.dorney@netl.doe.gov
Issuer: Communications Server
Valid From:

PIV Smart Card Logon - JAMES DORNEY
(Affiliate)

Issuer: Entrust Managed Services SSP CA
Valid From: 11/24/2017 to 11/23/2020

92ecebaf-a275-4769-988b-87ebbdb92ed6
Issuer: MS-Organization-Access
Valid From: 10/23/2018 to 10/23/2028

4. Enter your PIV Smart Card Pin and click Ok

Windows Security X

Smart Card

Please enter your PIN.

Pin ‘

Click here for more information
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5. Once the authentication message appears, click Ok

&
% NETL Remote VPN Services
—Dﬁ Your dlient certificate will be used for authentication ;
——)

Group: | NETL-EAST-PIV 3
* dient certificate will be used for authentication

System scan not required on current Wi-Fi.

*’@ System Scan:
A\ |

6. Once the User Acceptance Screen appears, click Accept

This computer is a Federal computer system and is the property of the
United States Govemment. It is for authorized use only. Users
(authorized or unauthorized) have no explicit or implicit expectation of
privacy.
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2.2 Logging on via RSA token

1. Once the Cisco AnyConnect window appears, select the RSA authentication option

e MGN or PGH users select NETL-EAST-RSA
e ALB users select NETL-WEST-RSA

% Cisco AnyConnect | NETL-EAST Y

é Please enter your username and password.

Group:  [NETL-EAST-RSA v

METL =

UL o NETL-EAST-RSA

Password: |

Passcode: | |

OK. Cancel

2. Enter your credentials (LAN username, password & passcode) and select Ok
**Passcodes are 14 digits in length (8-digit pin followed by 6 digit RSA code)**

9 Cisco AnyConnect | NETL-EAST e

é Please enter your username and passward.

Group: METL-EAST-RSA i

Username: | dorneyj |

Password: | zzzzzzzzz |

Passcode: | ============== |

3. Once the User Acceptance Screen appears, click Accept

This computer is a Federal computer system and is the property of the
United States Govemment. It is for authorized use only. Users
(authorized or unauthorized) have no explicit or implicit expectation of
privacy.
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3 Logging Off

1. Click on the Show Hidden Icons arrow and select the Cisco AnyConnect icon

Show hidden icons

Ly T__L_l L /28/2018 %

Cisco AnyConnect
WPM: Disconnected
System Scan: Compliance Unknown

Connected to NETL-EAST.

NETL-EAST

System Scan:

Mo policy server detected.
Default network access is in effect.

3. Power down your laptop

NETL VPN User Guide - Updated 2/2019
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4 Basic Troubleshooting

To install/use VPN users must have the following:

V" An authorized NETL laptop issued to you for daily use (i.e. no personal or loaner laptops)

V" A viable internet connection (test your connection by visiting www.google.com)

V" Network user ID authorized for use with the VPN application

v" An active Cisco AnyConnect connection

NETL VPN User Guide - Updated 2/2019
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4.1 Ceriification Validation Failure

If a certification validation failure occurs, validate the PIV Smart Card Logon certificate was
selected.

T

-l Certificate Validation Failure

+
Group; l\EI'L-EAEI"‘i{% v

O Cancel

Cisco AmyConnect

Certificate Validation Failure

Windows Security >
Cisco AnyConnect - Certificate Selection

Select the certificate for authentication.

Jim Domey

Issuer: Jim Dorney
Valid From: 11/20/2017 to 11/20/2022

Click here to view certificate properties

More choices

Jim Dorney
Issuer: Jim Dorney
Valid From: 11/20/2017 to 11/20/2022

jim.dorney@netl.doe.gov

Issuer: Communications Server
Valid From: 11/23/2018 to 11/24/2018

PIV Smart Card Logon - JAMES DORNEY
(Affiliate)

Issuer: Entrust Managed Services SSP CA
Valid From: 11/24/2017 to 11/23/2020

92ecebaf-a275-4769-988b-87ebbdb92ed6
Issuer: MS-Organization-Access
Valid From: 10/23/2018 to 10/23/2028

oK Cancel
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4.2 Applications Do Not Work

If applications are unresponsive, check the Cisco AnyConnect connection. If disconnected,
reconnect via PIV card or RSA token.

@ Cisco AnyConnect
Connected: NETL-EAST-PIV
E Caerr ~nnact Se. ra MahiBth

NETL VPN User Guide - Updated 2/2019
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4.3 Unable to Sign into Skype

If unable to sign into Skype for Business, check the Cisco AnyConnect connection. If
disconnected, reconnect via PIV card or RSA token.

X

Can't sign in to Skype for Business

We can't connect to the server to sign you in. Please
ask your admin to check the issuance authorization
rule in the active directory.

Cisco AnyConnect

)
B Connected: NETL-EAST-PIV
—_— A < + Sactire Mobility

NETL VPN User Guide - Updated 2/2019

15



4.4 Outlook or Skype Repeat Login

If repeatedly asked for your Outlook or Skype credentials, check the Cisco AnyConnect
connection. If disconnected, reconnect via PIV card or RSA token.

Windows Security X

Microsoft Outlook

Connecting to Deborah.McAfee@NETL.DOE.GOV

[ Deborah.McAfee@netl.doe.gov ‘
I

D Remember my credentials

OK Cancel

[y x

Credentials are required

Skype for Business needs your user name and password
to connect to the corporate address book

User name: | | ‘

(username@domain.com or domain\username)

Password:

Save my password

OK Cancel

m Cisco AnyConnect
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4.5 Cisco AnyConnect Can’t Connect

If Cisco AnyConnect is unable to connect, check internet connectivity by visiting
www.ooogle.com. If disconnected, reconnect to a wired or wireless network.

Cisco AnyConnect >
b
The service provider in your current location is restricting
| access to the Internet. You need to log on with the service
provider before you can establish a VPM session, You can try
this by visiting any website with your browser.
|
8

NETL VPN User Guide - Updated 2/2019
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4.6 Authentication Failed

If authentication fails, contact InfoDesk to validate your Active Directory (AD) account is
included in the VPN AD group.

Cisco AnyConnect X

! Authentication failed.

VPN:
Authentication failed.

N

Connect

NETL-WEST

System Scan:
System scan not required on current Wi-Fi.
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4.7 Login Denied

If login is denied, validate the laptop is:

1) NETL authorized and
2) Issued to you for daily use

Cisco AnyConnect L\i‘

I Login demied. Four envirgnment does not meet the acoess

criteria defined by your administrator.

NETL VPN User Guide - Updated 2/2019
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4.8 Unirusted Server Blocked!

Users may receive the error message if the PC is in a docking station and connected to the local
NETL LAN.

|9 Cisco AnyConnect Secure Mobility Client X

Untrusted Server Blocked!

AnyConnect cannot verify server: S

ere secunity compromise!

If this setting is changed rect will no longer automatically
block connections to potentially malicous network devices.

1) Remove the PC from the docking Station
2) Connect the NETL Wireless network
3) Accept the Wireless screen

4) Restart the VPN connection

NETL VPN User Guide - Updated 2/2019
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5 Advanced Support

For advanced support, contact InfoDesk via phone (412) 386-4636 or email
(infodesk@netl.doe.gov).
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