2016 CEDS PEER REVIEW AGENDA

Tuesday - December 6, 2016

6:00-8:00pm  Registration - 120
Wednesday - December 7, 2016
8:00-8:45  Registration and Breakfast - 45
8:45-8:55  Welcome Message - Hank Kenchington, DAS - Cybersecurity and Emerging Threats Research and Development - 10
8:55-9:05  Welcome Message - Carol Hawk, Program Manager - Cyber Security for Energy Delivery Systems - 10
9:05-9:15  Welcome Message - Jetta Wong, Office of Technology Transition - 10
9:15-9:30  Instructions - 15
A Resilient Self-Healing Cyber Security Framework for Power Grid PR 10
9:30-10:00  Argonne National Laboratory (ANL) A Resilient and Trustworthy Cloud and Outsourcing Security Framework for Power Grid PR 10
Applications
Cybersecurity for Renewables, Distributed Energy Resources, and Smart Inverters PR 10
10:00-10:30  Brookhaven National Laboratory (BNL) ?;&:CC;ST:; Z’;Z;Z’f@ﬁ"g;:r‘gz f;jf"e’gy Flow from Cyber Attacks Targeting Essential | oo | 5,
10:30-11:15  Poster Session/Morning Break - 45
11:15-11:45  Electric Power Research Institute (EPRI) Secure Policy-Based Configuration Framework (PBCONF) PR 30
11:45-12:15  Schweitzer Engineering Laboratories {SEL) Software Defined Network & Watchdog INFO| 30
12:15-1:30  Lunch - 75
1:30-2:00  Georgia Tech Research Institute (GTRI) Cyber-Physical Modeling and Simulation for Situational Awareness (CYMSA) PR 30
2:00-2:30  Idaho National Laboratory (INL) Validation and Measuring Automated Response (VMAR) PR 30
2:30-3:15  Poster Session/Afternoon Break - 45
llaborative Defen. Transmission and Distribution Pr jon an ntrol Devi
315335 | ABB SZ;:; g;b:,:t{zci ;ZODZ—Fj ssion and Distribution Protection and Control Devices weo| 20
3:35-3:55  Grid Protection Alliance {(GPA) ARMORE: Applied Resiliency for More Trustworthy Grid Operation INFO| 20
3:55-4:15  National Rural Electric Cooperative Association (NRECA) i’;i}g;zgs; '7;;:;2; :qpe i’;zn:ji;,;:fgjzzm for Intelligent, Learning Network INFO| 20
Thursday - December 8, 2016
8:00-8:30  Breakfast - 30
8:30-9:00  Los Alamos National Laboratory {LANL) Quantum Security Modules for the Power Grid PR 30
500530 o e Lrtor Loy e e oo oo | ™|
Timing Authentication Secured by Quantum Correlations (TASQC) PR 15
9:30-10:00  Oak Ridge National Laboratory (ORNL)
Cliques: CRL-less Revocation and Anonymous Authentication for the Smart Grid PR 15
10:00-10:30 Lawrence Livermore National Laboratory (LLNL) Safe Active Scanning for Energy Delivery Systems (SASEDS) PR 30
10:30-11:15  Poster Session/Morning Break - 45
Automated, Disruption Tolerant Key Management System PR 10
Enabling Situation Assessment/Awareness for Utility Operators and Cybersecurity PR 10
11:15-11:55  Pacific Northwest National Laboratory (PNNL) Professionals
EDS Digital Evidence PR 10
Multispeak Secure Protocol Enterprise Access Kit (MS-SPEAK) PR 10
11:55-1:15  Lunch = 80
1:15-2:15  University of Arkansas Z‘;\::revr;emc/}/rfty Center for Securing Electric Energy Delivery Systems (SEEDS) [consortium PR 60
2:15-2:45  Sandia National Laboratory (SNL) Artificial Diversity and Defense Security (ADDSec) PR 30
2:45-3:30  Poster Session/Afternoon Break - 45
3:30-3:50  Oak Ridge National Laboratory (ORNL) Beholder Demonstration INFO| 20
4:00-6:00 | Networking Event - 120
Friday - December 9, 2016
8:00-8:30  Breakfast - 30
8:30-9:00  Schweitzer Engineering Laboratories (SEL) Secure SW Defined Radio PR 30
9:00-9:30  Foxguard Solutions Patch and Update Management Program for EDS PR 30
9:30-10:00  Poster Session/Morning Break - 30
10:00-11:00  University of lllinois Cyber Resilient Energy Delivery Consortium (CREDC) [consortium overview] PR 60
11:00-11:15  MYPP Discussion - CEDS R&D - 15
11:15-11:30 MYPP Discussion - CEDS Ops - 15




