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DATE: 12/11/01

SUBJECT: SECURI TY CONDI Tl ONS

w N

e

OBJECTI VE. The purpose of the SECON systemis to establish
st andardi zed protective neasures for a wde range of threats
and to hel p dissem nate appropriate, tinely, and standardi zed
information for the coordination and support of DOE crisis or
contingency activities.

CANCELLATI ON.  None.

APPLI CABILITY. This Oder applies to all NETL facilities,
operations, and enpl oyees.

REQUI REMENTS.

a. NETL nust be prepared to respond to SECON directives pro-
vi ded by the DOE Headquarters Director of the Ofice of
Security and Enmergency Operations. At their discretion,
the Director of NETL or their designee nmay increase pro-
tection neasures for facilities under their cognizance if
the local threat situation warrants additional security.
In this event, the DOE Headquarters Enmergency QOperations
Center and LPSO nust be notified of the NETL SECON | evel .
If the NETL Director or designee inplenents a SECON | evel
| ower than that issued by the Director of the Ofice of
Security and Enmergency Operations, a request for exception
wll be submtted for consideration.

b. Wil e the DOE Design Basis Threat provides specific
description of threats that all conponents of the
saf eguards and security system nust be capabl e of
defeating, analysis of terrorismshould be an ongoi ng
process. To keep up with possible changes in the threat,
the NETL Security Manager shall develop a predeterm ned
list of general and specific threat indicators. Threat
indicators are to be revised according to site/facility
situations and needs and should be reviewed at | east
bi annual |y every 6 nonths or if a significant incident or
change in conditions indicates that the threat level is
i ncreasi ng or decreasing.

DISTRIBUTION: Al |l NETL El enents INITIATEDBY: O fice of the Director
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Once one of the five SECON | evels is declared by DCE, the
NETL Security Manager shall inplenent the associated pro-
tective neasures to the extent they apply to the individual
site or facility as soon as possible. NETL shall coordinate
SECON st atus through the FE-HQ Security points of contact

as appropriate and notify the DOE Headquarters Energency
Qper ations Center.

Measures associated with each SECON are not prioritized, but
should be initiated concurrently, when practical. A record
of specific actions taken for each neasure shall be nain-
tained by the NETL Security Mnager.

DCE Notice 473.6, Security Conditions, contains definitions
of threat conditions and the appropriate neasures to take.
Pl ease refer to DOE N 473.6 for this information.

5. RESPONSI BI LI TI ES.

a.

Deputy Director of Operations shall

(1) Increase the security protection neasures of NETL
if the local threat situation warrants additional
security.

(2) Submt a request for exception for inplenenting |ess
nmeasures than the security condition neasures issued
by the DCE.

NETL Security Manager shall

(1) Keep the Deputy Director of Operations informed of
the current security condition |evel.

(2) Inplenent the neasures required of the security
condition | evel set by DCE.

(3) Informthe Deputy Director of Qperations when the
measures required by DOE are not applicable to NETL.

(4) Maintain a file of security conditions notices and
the nmeasures taken to neet the required neasures
called for wwthin notices by NETL.

(5) Develop a biannual |ist of Threat Indicators.
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(6) Notify HQ ECC of changes to SECON | evel based on
| ocal inpacts. Informinmediately, the NETL Ener-
gency Directors and Energency Preparedness Program
Managers of HQ EOC notifications.

POLI CY. NETL shall follow the requirenents of the DOE Directive
on Security Conditions and shall abide by the |level set by DOE
for a specific threat.

REFERENCES.

a. DOE Notice 473.6, Security Conditions, of 9/18/00.

b. DOE Notice 251.40, Extension of DCE Directives on Security,
of 5/3/01.

DEFI NI TIONS. Definitions are contained in the references.

Deputy Director for QOperations


http://www.directives.doe.gov/pdfs/doe/doetext/neword/473/n4736.pdf
http://www.directives.doe.gov/pdfs/doe/doetext/neword/251/n25144.pdf

